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*************** Start of Change 1 ****************
5.9.2
Requirements on service-based architecture


5.9.2.1
Security Requirements for service registration, discovery and authorization

NF Service Based discovery and registration shall support confidentiality, integrity, and replay protection.

NRF shall be able to ensure that NF Discovery and registration requests are authorized.

NF service based discovery and registration shall be able to hide the topology of the available / supported NF's in one administrative/trust domain from entities in different trust/administrative domains (e.g. between NFs in visited and the home networks.)

NF Service Request and Response procedure shall support mutual authentication between NF consumer and NF producer.
Each NF shall validate all incoming messages. Messages that are not valid according to the protocol specification and network state shall be either rejected or discarded by the NF.
*************** End of Change 1 ****************
*************** Start of Change 2 ****************
13.1
Protection at the network or transport layer

All network functions shall support TLS. Network functions shall support both server-side and client-side certificates. 

The TLS profile shall follow the profile given in Annex E of TS 33.310 [5] with the restriction that it shall be compliant with the profile given by HTTP/2 as defined in RFC 7540 [47].
TLS shall be used for transport protection within a PLMN unless network security is provided by other means. 

NOTE X: Regardless whether TLS is used or not, NDS/IP as specified in TS 33.210 [3] and TS 33.310 [5] can be used for network layer protection.

NOTE Y:
In case interfaces are trusted (e.g. physically protected), there is no need to use cryptographic protection.
If there are no IPX entities between the SEPPs, TLS shall be used between the SEPPs. If there are IPX entities between SEPPs, application layer security on the N32 interface between SEPPs is needed for protection between the SEPPs. Application Layer Security solutions is specified in clause 5.9.3 (requirements) and clause 13.2 (procedures)

*************** End of Change 2 ****************
